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Why Automate Testing?

o Software testing Is important

— Software errors cost the U.S. economy about $59.5 billion
each year (0.6% of the GDP) [NIST 02]

— Improving testing infrastructure could save 1/3 cost

o Softwaretesting is costly

— Account for even half the total cost of software
development [Beizer 90]

o Automated testing reduces manual testing effort

— Test execution: JUnit framework
— Test generation: Parasoft Jtest, Agitar Agitator, etc.
— Test-behavior inspection: Agitar Agitator
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Binary Search Tree Example

public class BST i npl enents Set {
static class Node {
I nt val ;
Node | eft;
Node ri ght;

}
Node root:

| nt si ze;

public void insert (int value) { ...}
public void renove (int value) { ...}
public bool contains (int value) { ...}



Approaches

Method-sequence exploration
— Parasoft Jtest 4.5 and others

Specification-based state exploration
— TestEra[Marinov&Khurshid ASE 01], Korat [Boyapati et al. ISSTA 02]

Concrete-state exploration
— Rostra[Xieet a. ASE 04], NASA JPF [Visser et a. ISSTA 04]

Symbolic-state exploration
— Symstra[Xieet al. TACAS05]



Exploring M ethod Sequences

¢ MEthOdargumentS:insert(l), insert(2), insert(3),

renove(l), renove(2), renove(3), contains(l)

l new BST()
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Generating Tests from Exploration

 Collect method sequence along the shortest path
(constructor-call edge & each method-call edge)

'
/%/ \.\\\

BST t = new BST();
t.insert(1);
t.insert(1);
Iteration 2




Pruning State-Preserving Methods
e Method argumentS:insert(l), insert(2), insert(3),

renove(l), renove(2), renove(3), contains(1l)
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Pruning State-Preserving Methods
e Method argumentS:insert(l), insert(2), insert(3),

renove(l), renove(2), renove(3), contains(1l)
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Observation

« Some method sequences lead receiver object states back to
earlier explored states

j::) cont ai ns(1)

/ / rermye
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|teration 2



Rationale

* Focus on each method execution individually

* \When method executions are deterministic,
unnecessary to test a method with the same
INputs (same inputs b same behavior)

— method Inputs. incoming program states

* recelver-object state: transitively-reachable-field values
e arguments



Binary Search Tree Example

public class BST i npl enents Set {
[/ @1 nvari ant [l class invariant for BST
[ @repCk();

Node root;

| nt si ze;

public void insert (int value) { ...}
public void renove (int value) { ...}
public bool contains (int value) { ...}

» If receiver-object states are directly constructed, we need to have
away to know valid object states

— defined by a Java predicate: r epOK



repOk (Class Invariant)

bool ean repCk() {
if (root == null) return size == 0; // enpty tree has size O
Set visited = new HashSet (); visited.add(root);
Li st workLi st = new Li nkedLi st(); workList.add(root);
while (!workList.isEnpty()) {
Node current = (Node)workList.renmoveFirst();
if (current.left !'= null) {

If (!visited.add(current.left)) return false; // acyclicity
wor kLi st . add(current.left);

}

i f (current.right '= null) {

If (!visited.add(current.right)) return false; // acyclicity
wor kLi st. add(current.right);

}
}

If (visited.size() != size) return false; // consistency of size

if (lisOrdered(root)) return fal se; /'l data is ordered
return true;

}



Korat

[Boyapati et al. ISSTA 02]

Given predicate p and finitization f, generate all

Inputs for which p returns “true”
— uses finitization to define input space

* e.g., defines #nodes and what values can be on a BST node.
— systematically explores valid input space

e prunes input space using field accesses

r| ht
a”ght ° left gleft é %”ght
rlg

left Ieft

3 nodes
Node vals: {1, 2, 3}



Korat’s Smart Search

e candidateis avector of field domain indices

o for each candidate vector, Korat
— creates corresponding structure
— Invokes r epCk and monitors the execution

— builds field ordering, i.e., list of fields ordered by
time of first access

—If repCk returns “t r ue”, outputs structure(s)
—If repCk returns “f al se”, backtracks on the last

field accessed using field ordering 4

BST

[NO 3, 1, N1, N1, 2, null, null, 3, null, null ]




What if r epCKisnot there

* Then direct construction of valid object states
seem Impossible

« Solution: fall back to building valid object states
with method sequences but In a smarter way

— method-seguence exploration

 assume a state-modifying method leads to a new object
State

— explicit-state exploration

* inspect whether an object state is actually new (defined by
transitively-reachable-field values)



Exploring Concrete States

 Method arguments:. i nsert (1), insert(2),
Il nsert(3), renove(l), renpve(2), renove(3)

l new BST()
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Exploring Concrete States
 Method arguments:. i nsert (1), insert(2),

| nsert(3),

renove( 1)
e

renove( 2
renmove( 3
| nsert (1

insert(zﬁ?///i/nsert(\?sy\\\x

renove( 1),

|
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Generating Tests from Exploration

 Collect method sequence along the shortest path

(constructor-call edge & gach method-call edge)
lnew BST()

Crmmggr =
o o 6

| nsert (3)

/ BST t = new BST();
t.insert(1);
t.insert(3);




| mprovement over
M ethod-Sequence Exploration

 |Industry standard tool adopting previous
approach based on method sequences

— Parasoft Jtest 4.5 www.parasoft.com
» Generate tests with method-call lengths up to three

o Use Jest to generate tests for 11 Java classes
from various sources
— most are complex data structures

 Apply Rostra on the Jtest-generated tests
— 90% of generated tests are redundant, i.e., 90% tests contain
no new method inputs



http://www.parasoft.com

| ssues of Concrete-State Exploration

o State explosion

—need a least N different i nsert argumentsto
reach aBST withsizeN

— run out of memory when N reaches 7

* Relevant-argument determination

— assume a set of given relevant arguments
eeg., insert(1l), insert(2), insert(3), etc.



Exploring Concrete States
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State Abstraction: Symbolic States
l
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State Abstraction: Symbolic States

new BST() l

l new BST()

| nsert ( X1)

| nsert (x2)

X1 < X2

|teration 2




— INputs. i nsert (Symbol i cl nt x)

Explore paths of the method

Symbolic Execution

Execute a method on symbolic input values

o Pl (P
Pc: P &g Q «— I (Q

Build a path condition for each path
— conjunct conditionals or thelr negations

Produce symbolic states (<heap, path condition>)

- eg.,

X1 < X2

%




Symbolic Execution Example

public void insert(Synmboliclint x) {

| f (root == null) {
root = new Node(X);
} else {

Node t = root,;
while (true) {
1 f (t.value < x)
/|l explore the right subtree

} else if (t.value > x)
/|l explore the left subtree

} else return;

}
}

S| ze++;

}



Exploring Symbolic States

public void insert(Synboliclnt x) { 3t
| f (root == null) { true
root = new Node(X);

} else {

Node t = root,;
while (true)
1 f (t.value < Xx)
/|l explore the right subtree

} else if (t.value > x)
/|l explore the left subtree

} else return;

}
}

S| ze++;

}



Exploring Symbolic States

public void insert(Synmboliclint x) {
1 f (root == null)

root = pew Node( X} ;

} else {
Node t = root,;
while (true)

1 f (t.value < Xx)
/|l explore the right subtree

} else if (t.value > x)
/|l explore the left subtree

} else return;

}
}

sl ze++;

}

|teration 1
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Exploring Symbolic States

public void insert(Synboliclnt x) { 3t
| f (root == null) { true

root = new Node(X);
} else {

while (true)

e | Fog
1f (t.value < Xx) S l

{lexplore the right sublree

} elseif (t.value > x) { @

/|l explore the left subtree

} else return; insert (x2)

}

}
sl ze++; 3
} X1 < X2

|teration 2 @




Exploring Symbolic States

public void insert(Synboliclnt x) { 3t
| f (root == null) { true
root = new Node(X);

} else {

while (true)
1 f (t.value < Xx)

Noce I = root
: S J
/|l explore the right subtree

} else if (t.value > x) { <:>

ilexplore e |lell subltee

} else return; rnsert (x2)

}

ééz@++; 3 4

} X1 < X2 X1 > X2
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Exploring Symbolic States

public void insert(Synmboliclnt x) { St

1 f (root == null) { true
root = new Node(X);
} else {

while (true)
1 f (t.value < Xx)

Noce I = root
: S J
/|l explore the right subtree

true

} elseif (t.value > x) { <:>

/|l explore the left subtree

} else return; rnsert (x2

}

éize++; 3 4

} X1 < X2 X1 > X2

() ()
|teration 2 @ @




Which Statesto Explore Next?

public void insert(Synboliclnt x) { 3t
| f (root == null) { true
root = new Node(X);
} else {
Node t = root,;
S J

while (true) {
1 f (t.value < x) {
/|l explore the right subtree

true

} elseif (t.value > x) { <:>

/|l explore the left subtree

} else return; rnsert (x2

}

}si Ze++; S¢ > S

} X1 < X2 X1 > X2

() (1)
|teration 3 @ @

X1 = X2

%10,




Symbolic State Subsumption

e Symbolic state S2:<Hz, ¢2> subsumes Ss:.<Hs, Cc5>

— Heaps H2 and Hs are isomorphic
— Path condition ¢5 ® c2 [checked using CVC Lite, Omegd]

o |f S2 has been explored, Ss Is pruned.

— Still guarantee path coverage within a method

2 (x1 =x2)® true S5

true X1 = X2

Symbolic subsumes
states @ @

sitos. @ © ]S“pe“e" o @ ® ]




Pruning Symbolic State

public void insert(Synmboliclnt x) { St

1 f (root == null) { true
root = new Node(X);
} else {

while (true)
1 f (t.value < Xx)

Node t = root,;
: Szl
/|l explore the right subtree

true

} elseif (t.value > x) { <:>

/|l explore the left subtree

} else return; | nsert )
}}
S| ze++; 6 > 5
} X1 < X2 X1 > X2 X1 = X2
Pruned!

|teration 3 @ @




Generating Tests from Exploration

new BST()
» Collect method sequence dlongthe > l

shortest path true
(constructor-call edge &
each method-call edge) l | nsert (x1)
» (Generate concrete arguments by >
using a constraint solver [POOC] t @5

4;;'t = new BST(); _
t.insert(x1); I nsert (x2)
t.insert(x2);
S5

X1 < X2 X1 > X2 X1 = X2

BST t = new BST();
t.insert(-1000000); @ @ @
t\.i nsert (- 999999))




| mprovement over
Concrete-State Exploration

Focus on the key methods (e.g., add, r enove)
Generate tests up to 8 iterations

— Concrete-State vs. Symstra

Measure #states, time, and branch coverage

Experimental results show Symstra effectively
— reduces the state space for exploration
— reduces the time for achieving branch coverage



Statistics of Some Programs

Concrete-State Symstra

class N | Time | #states| %cov | Time |#states| %cov
(sec) (branch) | (sec) (branch)

BinarySearchTree | 6 23 /31 100 29 197 100
/ Out of Memory 137 626 100

8 318| 1458 100

BinomialHeap 6 51| 3036 84 3 14 84
! Out of Memory 4 8 90

8 9 9 91

LinkedList 6| 412| 9331 100 0.6 7 100
/ Out of Memory 0.8 8 100

8 1 9 100

TreeMap 6 12 185 83 8 28 83
14 42 537 84 19 59 84

8 Out of Memory 63 111 84




Summary

« Method-seguence exploration
— Parasoft Jtest 4.5 and others

« Specification-based state exploration

— TestEra[Marinov& Khurshid ASE 01], Korat [Boyapati et al.
ISSTA 02]

» Concrete-state exploration
— Rostra[Xieet a. ASE 04], NASA JPF [Visser et a. ISSTA 04]

e Symbolic-state exploration
— Symstra[Xieet al. TACAS05]

* More recently: concolic-state exploration

— DART [Godefroid et al. PLDI 05], EGT [Cadar&Engler SPIN 05],
CUTE [Sen et al. FSE 05]



Questions?



